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Development of high real-world accuracy deepfake detection and blocking
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(Video/voice/text multimodal deepfake illegal video detection technology that can
provide high detection accuracy and intuitive explanations of authenticity for deepfake

manipulated videos)
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(This is jointly funded by the AI Singapore(AISG), and the Institute for

Information and Communications Technology Planning and Evaluation (IITP)
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in Republic of Korea)
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(Research and development of technology to detect deepfake manipulation videos with
high accuracy by integrating and analyzing various modality data such as video, voice,
and text, and provide intuitive explanations through bounding boxes, captions, etc. to
help users easily understand the detected manipulation parts.)
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(Deriving requirements, designing and implementing architecture, functionality, and
interfaces for a global common platform for deepfake detection)
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(Prototyping a cloud-based open global common platform for deepfake detection that can
be jointly used by multiple countries)
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(Joint research and development of a novel, hlghly accurate, scalable, multimodal Al
deepfake detection technology that identifies deepfake manipulations in video, voice and
text inputs, and provides intuitive explanations of authenticity using bounding boxes,
captions, confidence scores, etc. to help wusers easily understand the detected
manipulations.)
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(Bulldmg large-scale datasets of Singapore’s languages, dialects, and socio-cultural and
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regional environmental characteristics, as well as developing the required data pipelines
to train and maintain the deepfake detection model(s).)
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(Application of the deepfake detection technology to at least 3 distinctly different

it

industry use cases (e.g., social media, news outlets, voice biometrics etc.) relevant to
the Singapore context, with each application supported by at least one or more
industry and/or agency partners committed to using and/or commercializing the
technology.)
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(Benchmarking and validation of deepfake detection technology with prevailing
state-of-the-art generative Al models, as well as with industry datasets relevant to the
application use case proposed by the research team.)
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(Minimum Viable Product(s) (MVP) that is/are jointly developed, validated and testbedded

by Singapore and South Korean researchers.)
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(Proposals should describe joint research dissemination activities including joint
research publications in renowned international conferences and journals. Furthermore,
proposals should include description of specific cooperation activities to be carried out
such as exchange of information and results, sharing of data, sharing of
methodologies, researcher exchanges and visits, joint workshops, joint testbeds etc.)
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(Propose the level of technology developed or performance goals and metrics to

confirm R&D success)
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*GAN: Generative Adversarial Network(ZJ4 2 2o} 217)
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